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BEST PRACTICES FOR DATA BREACH

NOTIFICATION

When a data breach occurs, notifying impacted individuals in a timely, transparent manner is crucial - both legally and ethically.
Rapid notification allows people to take steps to protect themselves following a breach. It also upholds public trust that the
organization values transparency and takes responsibility for securing data.

Numerous regulations like HIPAA, GLBA, and state-level laws now mandate breach notification timeframes and requirements.
Beyond legal duties, responsible companies recognize notification as a moral imperative to respect those affected. This article
outlines notification best practices that balance speed with usefulness.

IMPACTED
PARTIES

Once a breach is discovered, notity
all potentially affected individuals as
soon as possible. Most laws require
notification within 30-60 days. Speed
is essential as risks grow the longer
data is exposed.

Provide clear details on the breach,
the types of data exposed, known
risks, and steps people can take to
protect themselves, like monitoring for
identity  theft  and fraudulent
transactions. Include contact
resources for any questions. Tailor
notification to the affected groups -
customers, employees, students etc. -
using language and channels suited to

CRAFT

Well-crafted notices minimize
technical jargon and provide context
people understand. Give an overview
of what happened, what data was
exposed, what is being done to
investigate and secure data, and clear
advice on next actions.

Poor notifications may lack
specifics, use overly formal language,
or give unclear direction, leaving
people confused and anxious.
Effective notices are straightforward,
personalized when possible, and
provide clear protective actions

| tailored to the type of data exposed.

each audience. Consider risks and(
sensitivities of the data exposed for; e, ot
each group. ol

HAVE CLEAR

Timeliness requires defining an
escalation protocol detailing internal
stakeholders, decision makers, and
steps from breach detection to
notification.

Specify roles and responsibilities of
the response team - IT investigates,
legal reviews, executives approve
notifications. Establish timeframes for
evaluating risk, drafting notices, and
deciding on communication channels
- e.g. IT investigates within 24 hours,
legal reviews within 48 hours, etc.

Map out the end-to-end notification
workflow with team member duties,
timelines and dependencies. Practice
scenarios to identify potential process
gaps. Designate alternates if team
members are unavailable.
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HEALTHCARE

Healthcare breaches require notifying various audiences like
patients, doctors, insurance providers. Patients should know
if medical or insurance data is compromised to monitor for
fraud. Communications must adhere to HIPAA rules for
timeliness and avoid technical jargon. Providers may need
notifications about potential liability risks.

EDUCATION

Educational institutions must notify students, parents, staff
of breaches. Students face different risks than employees if
usernames/passwords are compromised versus social
security numbers. Notices to minors may need parental
notification. FERPA regulations govern student privacy
communications.

RETAIL/HOSPITALITY

Retailers must notify customers of payment data breaches
quickly to monitor for credit card fraud. Guests should know
if loyalty account data is stolen from hotels, airlines, or
restaurants to reset passwords and watch for phishing.
Notifications should give fraud prevention steps specific to
financial data.

TECHNOLOGY/COMMUNICATIONS

Tech companies should disclose breaches involving source
code, intellectual property, and other competitive secrets.
Notifications may need to be highly confidential if
proprietary assets or national infrastructure is impacted.
Tech literacy of the audience can allow more technical
communications.

MANUFACTURING/AEROSPACE

Manufacturers handling sensitive public sector projects
should coordinate notifications with government clients and
consider national security implications if weapons data is
exposed. Data on proprietary designs, fabrication processes
may require confidential notifications within the company
and partners.

FINANCIAL SERVICES

Banks, lenders and investment firms must notify regarding
breaches of customer account data, social security
numbers, or financial transaction details given fraud
potential. GLBA and state laws govern financial data
notification requirements. Communications must allay fears
and rebuild trust.
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Select notification channels balancing urgency with
appropriate security and identity verification. Email
and postal mail are common channels. Postal mail
better verifies addresses but takes longer.

For sensitive types like health or financial data,
consider a phone call or secured email to verify
identity prior to detailed notification. Update website
notices, social media and press releases to reach
broader audiences.

Consider engaging external specialists like
communications pros, law firms or PR agencies for
large breaches. They can advise on messaging,
regulatory obligations and media interactions.
Weigh factors like breach size, sensitivity of data,
potential harms, and legal requirements when
deciding if outside expertise is beneficial. A criteria
matrix can guide engaging specialists only for high-
risk incidents.

Express commitment to protecting and supporting
those impacted. Apologize for the breach and
reassure people you are working diligently to secure
data and assist victims.

Provide access to contact centers, credit monitoring,
identity theft prevention resources and any
compensation offered for injuries. Showing
compassion and accountability after a breach goes a
long way in maintaining public trust.

CONCLUSION

Poorly handled notification can exacerbate breach
damage, while responsible disclosure helps mitigate
impact. Follow best practices focused on transparent,
useful, timely communications tailored to each
audience. Prioritize compassion, integrity and
accountability in all notifications. While breaches
inevitably occur, companies who notify properly
demonstrate care for customers and ethics.
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